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ABSTRACT 

Information Security has become an important issue in data communication. Encryption has 

come up as a solution, and plays an important role in information security system. This 

security mechanism uses some algorithms to scramble data into unreadable text which can be 

only being decoded or decrypted by party those possesses the associated key. These 

algorithms consume a significant amount of computing resources such as CPU time, memory 

and battery power and computation time.  This paper performs comparative study of three 

algorithm; Full encryption algorithm, Toss-a-coin selective encryption algorithm and 

Probabilistic selective encryption algorithm considering certain parameters such as 

encryption time percentage time, encryption time, overall time and encryption proportion.  

Eventually, we carry out an extensive set of simulation experiments based on ns2 simulator, 

and our simulation indicates that the technique of selective algorithms can indeed improve 

the efficiency of message encryption. 

Keywords: Wireless Security, Data Confidentiality, Selective Cryptographic Algorithm, 

Symmetric Key Encryption, Wireless Ad hoc Networks. 
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I. INTRODUCTION  

Encryption algorithms are widely available and used in information security. They can be 

categorized into Symmetric (private) and Asymmetric (public) keys encryption. In 

Asymmetric keys, two keys are used: private and public keys. Public key is used for 

encryption and private key is used for decryption (E.g. RSA and Digital Signatures). 

However, public key encryption is based on mathematical functions, computationally 

intensive and is not very efficient for small mobile devices [1]. Asymmetric encryption 

techniques are almost 1000 times slower than Symmetric techniques, because they require 

more computational processing power [2].  

A fundamental method of data protection in the area of information and network security is 

cryptography, which has been widely accepted as a traditional platform of data protection for 

decades. The application of cryptography is particularly prevalent in nowadays’ information 

technology era, and typical examples include the use of cryptographic techniques to 

homeland security, military communications, financial transactions, and so on [3]. Through 

the data encryption and decryption, the protection of data confidentiality and integrity are 

achieved. However, based on the features of wireless devices, a wireless ad hoc network has 

special security and efficiency requirements for conventional cryptographic algorithms. At 

present, there are a variety of methodologies to provide protection for data confidentiality and 

integrity. As one of mainstream cryptographic methods, symmetric key algorithms are widely 

used due to its efficiency and its capability of data protection. Typically, a symmetric key 

cryptosystem employs a secret key for both encryption and decryption purposes. This secret 

key is only shared by the sender and receiver of the communicating parties and kept 

confidential to other irrelevant entities. The secrecy of the message will be protected well, 

when the secret key is kept confidential and distributed securely.  Strength of Symmetric key 

encryption depends on the size of the key used. For the same algorithm, encryption using 

longer key is harder to break than the one done using smaller key. There are many examples 

of strong and weak keys of cryptography algorithms. Figure 1 illustrates the schematic 

diagram of symmetric key encryption and decryption procedure. Protection against unwanted 

eavesdropping is essential for the viability of wireless multimedia services. Furthermore, in 

many wireless applications, network resources, such as bandwidth, and node resources, such 

as battery power, must be conserved.  
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Figure1: symmetric key encryption and decryption procedure. 

 For a wireless and mobile network, since wireless devices are usually equipped with 

batteries as their power supply, they have limited computational capability and the issue of 

energy saving is one of the most important concerns. As a result, an efficient selective 

encryption algorithm is a potential solution to save considerable power for wireless devices, 

and at the same time, to provide sufficient protection for data communication. In this article, 

we study the issue of selective encryption for wireless and mobile networks 

II. RELATED WORK 

To give more prospective about the performance of the compared algorithms, this section 

discusses the results obtained from other resources. It was concluded in [5] that AES is faster 

and more efficient than other encryption algorithms. When the transmission of data is 

considered there is insignicant difference in performance of different symmetric key schemes 

A study in [6] is conducted for different popular secret key algorithms such as DES, 3DES, 

AES, and Blowsh. They were implemented, and their performance was compared by 

encrypting input less of varying contents and sizes. The results showed that Blowsh had a 

very good performance compared to other algorithms. Also it showed that AES had a better 

performance than 3DES and DES. It also shows that 3DES has almost 1/3 throughput of 

DES, or in other words it needs 3 times than DES to process the same amount of data. A 

study in [4] is conducted for different popular secret key algorithms such as RC4, AES, and 

XOR. They were implemented, and their performance was compared by encrypting for real 

time video streaming of varying contents. The results showed; encryption delay overhead 

using AES is less than the overhead using RC4 and XOR algorithm. Therefore, AES is a 

feasible solution to secure real time video transmissions. It was shown in [1] that energy 

consumption of different common symmetric key encryptions on hand-held devices. It is 

found that after only 600 encryptions of a 5 MB le using Triple-DES the remaining battery 

power is 45% and subsequent encryptions are not possible as the battery dies rapidly. Using 

H.264 to compress and encrypt, videos can solve the speed and security problems in mobile 

application. Protecting the video information by encrypting selective data.[8] The FSET 



IJREAS Volume 2, Issue 2 (February 2012) ISSN: 2249-3905 

 International Journal of Research in Engineering & Applied Sciences  509 

http://www.euroasiapub.org 

Encryption algorithm, is a direct mapping algorithm using matrix and arrays. Consequently, it 

is very fast and suitable for high speed encryption applications. The matrix based substitution 

resulting in poly alphabetic cipher text generation followed by multiple round arrays based 

transposing and XOR logic based translations give strength to this encryption algorithm.[9]. 

While several studies of selective encryption for video and image compression have been 

performed and documented [10, 11, 12], very few results on selective encryption of coded 

speech have been presented. Servetti and De Martin [13] investigated partial encryption of 

G.729 at 8 kbps with respect to what bits should be encrypted to provide security with respect 

to several factors, including intelligibility, gender identification, plain-text identification, and 

speech/non-speech discrimination. They demonstrate that partial encryption of about 45% of 

the bit stream provides protection equivalent to full encryption, and that encryption of as little 

as 30% of the bit stream precludes intelligibility.SNR scalable speech coding addresses both 

the bandwidth efficiency and the resource conservation problems by allowing the nodes to 

prune the enhancement layers when wireless channels become congested, or in the case of 

MANETs, in order to conserve mobile node battery power, by avoiding excessive 

transmissions of enhancement layer bit streams [14]. 

III. THE SELECTIVE ENCRYPTION ALGORITHM (SEA) 

AES-Rijndael with 128/192/256 bit keys and 16 byte data treats data in 4 groups of 4 bytes, 

operating an entire block in every round. At that time, AES are considered not suitable for 

visual data such as digital image because of long computation process. Recent advances in 

hardware capability and improvement in software have led to achieve the optimal execution 

rate when we can find the size of input state by implementing our SEA algorithm system. The 

result shows that the size of input state among 20 × 20 to 30 × 30 can get the least execution 

time. In this paper, we proposed a novel encryption algorithm called SEA which is selective 

and improves the AES algorithm. The Architecture of SEA is shown in Figure 2. The 

Architecture allows one to perform core idea of our algorithm is an optional manner 

implemented by Selector component given in Figure 2. The digital visual data have some 

different types, like video, audio, Image, text file, and so on. As we known, many kinds of 

platforms from many kinds of devices are over the wire/wireless network. Protection against 

unwanted eavesdropping is essential for the viability of wireless multimedia services. 

Furthermore, in many wireless applications, network resources, such as bandwidth, and node 

resources, such as battery power, must be conserved. Since full encryption of transmitted data 
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streams can place a heavy signal processing burden on originating and receiving nodes, one is 

led to consider the concept of partial encryption of the data streams.  

In partial encryption only a percentage of the transmitted data stream is processed by an 

encryption algorithm, with the remainder of the data stream being sent in the clear. The 

questions to be addressed in partial encryption are: 

(i) What data must be encrypted to provide the needed level of security 

(ii) What is the percentage of the data stream that must be protected? Clearly, the data chosen 

to be protected must be the “most important” bits in terms of reconstruction of the content 

from the overall data stream, and this idea has lead partial encryption to sometimes be 

denoted as selective encryption, which is the terminology that we adopt in this paper.  

 

Figure2: Architecture of SEA 

IV. THE ISSUES OF SELECTIVE ENCRYPTION AGLORITHMS 

As we stated above, selective encryption are widely accepted in energy-aware contexts, due 

to the fact that they can reduce the overhead spent on data encryption/decryption, and 

improve the efficiency of the network. Selective encryption can be measured in a number of 

different ways and optimized for a number of different objectives. Key factors and metrics in 

selective encryption include: 

Security Criterion – selective encryption is proposed both in applications where it is 

sufficient to damage an attacker’s  “degraded” – and in applications where it is hoped that an 

attacker can gain no useful information at all about the content – a level we will call “secret.” 

Obviously, it is not particularly damning to show that a system only intended to degrade 

content fails to make it secret. It is true, however, that “degraded” is vague as a metric as it 

will vary by particular attacker and be affected by the cost of the alternative purchase. A 

further complication is that in some applications the intention is to both degrade the content 
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to make it desirable to purchase yet leave enough fidelity that the degraded content can serve 

as an advertisement for the purchased content.  

Security Validation – in some cases researchers validate security by feeding a selectively 

encrypted stream to a standard decoder implementation and observing resulting 

reconstructions. In others, researchers use a cryptanalytic approach, playing the role of an 

active attacker able to work with a modified decoder and other available information to defeat 

the selective encryption. 

Complexity – one common goal of selective encryption is a reduction in the fraction of 

material that needs to be encrypted. This reduction needs to be measured and be offset against 

increases in complexity in, say, additional parsing operations necessary to implement 

selective encryption. 

Algorithmic Constraints – some selective encryption systems limit themselves to working 

with fixed compression algorithms (e.g., standard MPEG), while others allow some variation 

in the compression algorithm to enhance selective encryption 

V. FULL ENCRYPTION ALGORITHM 

In order to protect the confidentiality of communicated messages, selective encryption 

algorithm takes advantage of major categories of cryptographic techniques, symmetric and 

asymmetric key algorithms, to guarantee the security of exchanged information. 

Nevertheless, due to the constrained computational power of wireless devices, it is not 

realistic to encrypt all information always using the public key algorithms (PKI). Hence, all 

official data communication between two nodes will be encrypted through symmetric key, 

and in the meantime, these symmetric keys will be distributed by public key encryption 

algorithm. In a network, when a node wants to communicate with another node, a secret key 

(symmetric key) will be generated for their communication [16]. Let us denote the initiating 

node as S and receiving node as R. If an initiating node S moves into the neighborhood of 

node R, 

 

Figure3:The schematic diagram of key distribution 

The above figure illustrates the procedure of secret key distribution between a pair of nodes. 

The message’s sender composes a communicating request message req which contains not 
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only its identifier IDS , but also its public key PKS , for the purpose of their later mutual 

authentication. Once the receiver gets such a communication request, a secret key (symmetric 

key) SKS will be generated by the receiver and encrypted using the public key PKS of the 

requester, which is included in the communicating request message. Later, the receiver 

composes a communicating reply rep message and replies it to the communicating sender, in 

order to indicate that their communication has been successfully established. After  the sender 

obtains the response from the receiver, it will use its corresponding private key PRS to 

decrypt the secret key SKS issued from the receiver. 

 VI. A TOSS-A-COIN SELECTIVE ENCRYPTION ALGORITHM 

Since the toss-a-coin algorithm is a basic approach, little uncertainty is involved. For all 

transmitted messages, we divide them to two groups: the odd number messages and the even 

number messages. For instance, messages M1, M3, M5, … M(2n-1) represent the odd number 

messages; messages; M2, M4, M6, … M(2n) represent the even number messages. When the 

sender needs to decide which group should be encrypted, it makes use of a toss-a-coin 

method to determine whether the even number messages or odd number messages are 

encrypted. As an example, we consider the following scenario, in which the even number 

messages are encrypted. After the method of toss-a-coin is applied, the sender makes the 

decision that only the even number messages M2, M4, … M(2n) are encrypted. Thus, half of 

the whole messages are chosen to be encrypted and this approach shows a basic selective 

encryption algorithm with a semi-determined encryption pattern. As we described before, the 

more data are encrypted, the more secure the communication is, but the more overhead is 

spent. Hence, the value of encryption ratio here is tentatively determined to be 0.5, which 

means that 50 percents of the communicated data will be encrypted.  

VII. PROBABILISTIC SELECTIVE ENCRYPTION ALGORITHM 

In this section, we will present the design of a probabilistic selective encryption algorithm 

step by step. Specifically, our algorithm aims to involve sufficient uncerta inty into the 

encryption process, while providing satisfactory security protection to communicating nodes. 

In the ad hoc network we discuss, the links between wireless nodes are always bidirectional 

and every wireless node has enough computational power to finish these operations. Here, a 

probabilistically selective encryption algorithm, which uses the advantages of the 

probabilistic methodology, aiming to obtain sufficient uncertainty. During the process of 

sending messages, the sender will randomly generate a value to indicate the encryption 

percentage, which represents how many messages will be encrypted among the transmitted 
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messages. Then, the sender uses a probabilistic function to choose the already deterministic 

amount of messages to encrypt them. We can see that more uncertainty is included to the 

probabilistic encryption algorithm, in comparison to the toss-a-coin approach, since the 

encryption ratio is randomly decided and the encryption pattern is not pre-determined. 

Moreover, this selective algorithm is comprised of the following three phases: 

1) The sender of communicating parties S will first apply a random generator RNG to 

randomly obtain an encryption ratio er, which determines the percentages of 

encrypted messages among all messages. Here, in order to ensure that enough data are 

able to be encrypted so as to provide sufficient security protection, the generated 

encryption ratio should be higher than a pre-determined value of security requirement 

SR (SR means that data communication is secure if there is SR or more percents of 

messages are encrypted).  

                               S   RNG   er  |{er >=SR}                    (1) 

 

2) Then the sender S will employ a probabilistic function PF to generate an encryption 

probability pi to determine if one message Mi will be encrypted or not.  

S    PF(mi)         Pi                                    (2) 

 

3) Eventually, the sender selects the messages to encrypt based on the above pre-

determined encryption ratio er. For example, once S finds out that the encryption 

probability pi is less than or equal to the encryption ratio er, it will encrypt the 

message Mi using its secret key SK; otherwise, this message will not be encrypted 

accordingly 

 

 

S                             SK[Mi]          Pi<=er 

                                                                    (3) 

S                             Mi                  Pi<=er 

 

 

 

Thus, the probabilistic selective encryption algorithm integrates both the probabilistic method 

and stochastic strategy, in order to increase the uncertainty in the process of message 

selection. As we discussed in the theory of selective encryption, the more uncertain the 
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encryption algorithm is, the secure data communication is, based on the assumption that 

sufficient data is encrypted to provide reliable security. 

Performance analysis of the selective encryption scheme is divided into four parts, described 

as follows: 

i. Encryption Time Percentage: The percentages of the total time spent on encryption 

and decryption of selected messages to the total time encrypted all messages.  

ii. Encryption Time: The overall time is spent on message encryption and decryption.  

iii. Overall Time: The overall time is spent on the encryption for all message and 

communication. 

iv. Encryption Proportion: The ratio of encrypted messages to the messages that are not 

encrypted. 

VIII. CONCLUSION AND FUTURE WORKS 

Theoretical analysis shows that the probabilistic selective encryption algorithm is one of the 

most promising solutions to reduce the cost of data protection in wireless and mobile 

networks. The probabilistic techniques the security for data communications between the 

messages’ sender and receiver. The factor of encryption probability involves the uncertainty 

to data encryption. The first approach will encrypt all messages without any selective 

encryption, and the second approach is the toss-a-coin approach. For the purpose of 

simplification, we use “full” to represent the first approach, “toss-a-coin” to represent the 

second approach, and “probabilistic” to represent probabilistic approach. First of all, we 

compare the performance and efficiency of these approaches. The comparison of encryption 

percentages and time based on three approaches. We can learn that both toss-a-coin and 

probabilistic have an obvious lower encryption time percentage than full encryption, which is 

caused due to the fact that selective encryption takes effect and the overhead is greatly saved. 

The time spent on encryption/decryption is compared to show that full encryption takes a 

longer time than toss-a-coin and probabilistic encryption. This means that data transmission 

can be speeded up by virtue of toss-a-coin and probabilistic encryption. Hence, selective 

encryption is more efficient than full encryption and it is able to better utili ze the 

computational resource of a wireless device. We compare the overhead spent on toss-a-coin 

and probabilistic encryption respectively, based on their encryption efficiency and effects. 

The probabilistic encryption has a little lower encryption proport ion than toss-a-coin 

encryption but it is more flexible than toss-a-coin encryption. Because probabilistic 

encryption does not fix the encryption probability, the encryption proportion fluctuates in a 
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relatively larger range. Thus, probabilistic encryption owns more uncertainty than toss-a-coin 

encryption, which matches with our expectation. Our comparison focuses on their efficiency 

and the factor of saving time is taken into account. Probabilistic encryption has a higher 

saving time when compared to toss-a-coin encryption, indicating that it is more efficient and 

spends less time on encryption/decryption. Therefore, through the comparison of their 

efficiency, we learn that the selective encryption does help reducing the encryption overhead 

and improving the efficiency of encryption. 

Although an important and rich variety of selective encryption algorithms have been 

proposed in the literature, we believe that many research areas remain open in this field.  

 (i) Our future work, we will study the distribution of different packets sizes .  

(ii) The algorithm should handle various kinds of data like images, videos, PDF etc We 

believe it will be fruitful to extend this type of analysis to other algorithms in the hope of 

motivating widespread application of selective encryption. 
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