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ABSTRACT 

In today’s digital world, the major source of communication is digital media such as images, video, 
audio or text. Therefore imitate and copyright protection of digital content remains a vital problem 
across the globe. To deal with this problem, digital watermarking using biometric watermark has 
become valuable solution for providing ownership of digital content. After extracting the biometric 
watermark it becomes necessary to check whether it is matched with original one or not. In this 
paper we have developed a chain code based feature extraction method for developing fingerprint 
recognition system. We have implemented 8 neighborhood method allows generation of eight 
different codes for each fingerprint. These codes have been used as features of the fingerprint 
image, which have been later used for training and testing through Support Vector Machine (SVM) 
classifiers. This paper illustrates working of the proposed model and aforesaid algorithm for 
extracted watermark fingerprint recognition. 

Keywords - Digital Watermarking, Biometric Watermark, Chain Code, Support Vector Machine, 
Watermark Fingerprint Recognition. 
 

Introduction 
 

Due to the proliferation of the World Wide Web and high speed internet, a huge amount of 
multimedia content such as text, graphics, images, video, and audio are easily accessible by the 
millions of the users. As a result, security, copyright protection and protecting ownership have 
become important problems in current research and applications. As a key, Digital watermarking is 
the most suitable technology to prove ownership on copyrighted material and detect the originality 
of illegally made copies and their usage over the network. In today’s scenario biometric data like 
fingerprint, face and iris can be used as a watermark to present appropriate security to the digital 
data.  
 
Digital watermarking is the method of embedding information into a digital data. The digital data 
may be audio, picture or video. The embedded information is known as a watermark that can be 
extracted or detected whenever it is required. In this paper biometric watermark fingerprint is 
inserted into a digital data. Fingerprints are "unique" to a person and no one can be easily distorted 
the digital media [16,17]. 
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Biometric Watermark Recognition 
 

In this method we have used fingerprint as a biometric watermark. So after extracting any 
watermark it becomes necessary to verify the matching ratio of original watermark and extracted 
watermark. 
 
Biometrics is an automated technique which is used to recognize a person based on their physical 
and behavioral characteristics. Among all biometrics, like face, hand, iris, voice etc fingerprints is 
the most dominant biometric technology in commercial applications due to their distinctiveness, 
persistence, accuracy, throughput, size and cost of readers [5]. Nowadays fingerprint based 
recognition is popular for individual identification because it will not change by age. It is unique to 
individuals and with the new technologies it is easy and low cost to implement [5,7,28,30,31].  

 

Architecture of Fingerprint Recognition System 
 

Fingerprint recognition system can operate in either identification or verification mode. In 
verification mode system verifies the person’s identity by comparing input fingerprint with 
individual’s own template of fingerprints stored in database. In identification mode fingerprint of an 
individual is matched with all templates present in database. The general architecture of fingerprint 
recognition system is shown in below figure 1. Fingerprint recognition system basically follows four 
steps - Image Acquisition, Preprocessing, Feature extraction and Pattern Matching [10,12,15,18,27]. 

 
 

Figure 1: The general block diagram of Fingerprint recognition system [10,12,15,18,27] 
 
1) Image Acquisition:  user has to acquire the fingerprint of an individual to the system. 
2) Preprocessing:  After acquiring an image preprocessing is applied on image. Sometimes image 

may contain noise during acquisition process, so noise can be removed and image is 
converted into binary image. 

3) Feature extraction: During this phase, the fingerprint is further processed to generate 
discriminative properties like ridges, valleys, minutiae, singular points etc. These features are 
helpful for identification or verification of individual. 

4) Pattern Matching: Matching is totally dependent on whether the system performs 
identification or verification. If it performs identification i.e. one-to-many matching approach 
is used, where fingerprint of an individual matches with all available templates in database 
otherwise one-to one match is done for verification, where input image of a person is matched 
with only the template an individual claims to be. 
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Introduction to Chain Code 
 

Chain code is one of the simplest ways to represent the images based on its boundary. Now a day, 
image representation through its boundary has been widely used as a topic of research. Because 
this representation influences the information for some process like in digital image processing, 
pattern recognition and machine vision system. Moreover chain code preserves information and 
allows considerable data reduction, provides a very compact region representation which is 
suitable for detecting such feature of a region as sharp corners, area, perimeter, moments, centers, 
eccentricity, projection and straight-line segments [4,21]. 
 
Basically chain code is working based on two different manners such as 4- neighborhood method or 
8-neighborhood method. In order to obtain the chain code, from the first pixel of the image, we 
move downwards row by row and consider the first pixel of the body of image which exactly has got 
one neighbor, as the start point of the chain code. If a fingerprint has no initial point, we will 
consider its chain code as zero. Each pixel of image has received its eight neighbors; to each 
neighbor we assign one value between 0 and 7. After finding the start point of the chain code 
neighbors of a pixel and value is assigned to it in a given fingerprint image, we move to the next 
neighbor pixel which also be a part of image. Again in the cases of having two or more neighbor 
pixels with the above condition use the directional priority. While passing one pixel to its next pixel, 
we have inserted the number related to that next in the chain code of that image. After receiving the 
chain code for all segmented characters, we come to know that the chain code for different 
fingerprints has different size, and size of each chain code depends on the length of the desired 
fingerprints. In more ever, length of the chain codes is usually high; therefore one should convert it 
into it’s normalize form. This chain code as its length will be fixed and limited [4,9,21]. 
 

 
Figure 2: 8-neighborhood for chain code[4,9,21] 

 
Algorithm for generating chain code considering 8neighborhood is as follows[4,9,21]: 
Step1: Find out starting point which has nonzero values and store it in first   
Step2: Initialize 0-7 total eight directions   
Step3: Travels all 8 neighbors  
Step4: Find first nonzero value  
Step5: Add it in to chain code list  
Step6: Move to next position  
Step7: Check whether we reach to first point or not if not then go to step 3. 
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Chain Code Normalization 
 

After applying chain code on segmented image, we can get the chain code of that image. So we can 
observe the length of obtained chain code which is too long. So in this case it becomes difficult to 
keep chain code of whole database of fingerprints. To overcome this problem we have to normalize 
the obtained chain code by transforming it into a two dimensional matrix. In this matrix, the first 
row contains the value of the chain code and the second row contains the frequency of occurrence 
of the each code (0 to 7). The following figure 3 demonstrates the example of chain code generation 
and normalization of fingerprint image [4,9,21]. 

 
Figure 3: Example of Feature Extraction using normalized chain code 

 

Introduction to SVM 
 

Support Vector Machine (SVM) is a well known feature classification technique. SVMs have been 
used in many pattern recognition and regression estimation problems and have been applied to the 
problems of dependency estimation, forecasting and constructing intelligent machines [6,25]. It 
provides a facility to split feature space into two major classes through optimal hyper plane such 
that the expected generalization error is minimized. An optimal hyper plane is represented by the 
largest margin of separation between the two classes.  The training feature vectors have to lie 
outside the margin, a small subset of the feature vectors that lie exactly on the margin are the 
support vectors [6,24]. 
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Suppose we have L training points, where each input 𝑥 has D attributes (i.e. is of dimensionality 𝐷) 
and is in one of two classes 𝑦 = -1 𝑜𝑟 + 1, our training data is of the form: [6,24] 

……….. (1) 
 

 
Figure 4: Hyperplane through two linearly separable classes. 

 
Here we assume that the data is linearly separable, that means we can draw a line on a graph of 𝑥1 
𝑣𝑠 𝑥2 separating the two classes when D = 2 and a hyperplane on graphs of 𝑥1, 𝑥2 . . . 𝑥𝐷 for when 𝐷 > 
2. This hyperplane can be described by 𝑤 · 𝑥 + 𝑏 = 0, 𝑤h𝑒𝑟𝑒 𝑤 is normal to the hyperplane, |𝑏|/|w| is 
the perpendicular distance from the hyperplane to the origin [2]. |w| is the Euclidean norm of w. 
Let d+(d-) be the shortest distance from the separating hyperplane to the closest positive (negative) 
example. Define the “margin” of a separating hyperplane to be d+ +d-. 
 
For the linearly separable case, the support vector algorithm simply looks for the separating 
hyperplane with largest margin. This can be formulated as follows: suppose that all the training 
data satisfy the following constraints:[6,24] 

…………. (2) 
 

………….. (3) 
 
This equations can be combined into following form: 

 …………(4)
 

Proposed System 
 

The proposed system is developed for the recognition of extracted fingerprint which is used as a 
watermark. In this system we have performed digital watermark embedding and extracting process 
during the testing modules for the testing data set of fingerprints. After that testing data are 
converted into 0 and 1 form during the preprocessing. In our proposed system edge detection is 
applied on fingerprint watermark and the chain code is generated for the detected edges of the 
fingerprint. To save processing time and database space normalization is applied on chain code to 
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generate normalized chain code and save it into the text file, which is supply to SVM classifier to test 
the data. Same way training of fingerprint data set is performed. The proposed model is shown in 
below figure 5. 

 
Figure 5: Proposed System 

 
Algorithm for Testing Fingerprint Dataset 
 
Step 1: Input cover image and fingerprint dataset 
Step 2: Perform watermark embedding using DWT based alpha blending technique 
Step 3: Watermarked images are generated having different fingerprints. 
Step 4: Apply watermark extraction using DWT based alpha blending technique 
Step 5: Perform binarization on each fingerprint image. 
Step 6: Apply edge detection technique to extract the edges of image. 
Step 7: Generate chain code for the extracted edges. 
Step 8: Apply normalization on chain code and save it in “.txt” file. 
Step 9: Test the text file using SVM tool. 
Same way repeat steps 5 to 9 for training the fingerprint dataset. 

 

Results 
 

We have implemented this proposed system in MATLAB software. We have used 10 images of 
fingerprint for testing and training. Here we apply “Canny” edge detection technique to detect the 
edges of fingerprint image. In this proposed system classification is done using LibSVM tool. To 
implement the mentioned system we have used SVM package which contains some command for 
training and testing the data. SVM-Train command is used to train the dataset and SVM-Predict are 
used to test the dataset. We have taken one-class SVM and redial bias function as a kernel type.  By 
implementing this proposed system we got approximately 100% accuracy which is shown in below 
figure 6. 
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Figure 6: Result of SVM Classification 

 

Conclusion 
 

We have developed efficient fingerprint recognition system using chain code and support vector 
machine. Selection of feature extraction method is most important aspect for achieving high 
recognition ratio. In this work, we have implemented chain code based on 8-neighborhood feature 
extraction method. With the use of this obtained feature, we have trained the SVM classifier for 
fingerprint recognition. In the investigated work, the recognition rate is 100% for watermark 
fingerprint recognition. . In future we can implement PCA based pattern recognition technique 
using SVM. We can also use this technique for iris, face or any other biometric recognition. 
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