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ABSTRACT
MANET is a collection of wireless mobile nodes, which dynamically form a temporary
network without using any existing network infrastructure or centralized administration.
Mobile nodes communicate each other via radio waves. MANET are often called
infrastructure less network. This security solution provides secure routing and effective key
management mechanism. Their main applications are Military applications, Emergency
systems, Wireless mess networks and wireless sensor networks. In this paper, we proposed a
secure hybrid ad-hoc routing protocol, called Advance Zone Routing Protocol (AZRP), by
combining the best properties of both proactive and reactive routing approaches. The
proposed protocol is based on the zone routing protocol (ZRP). It used the approach of
digital signature and both the symmetric and asymmetric key encryption techniques to
achieve the security goals like message integrity, data confidentiality and authentication at
IP layer. The proposed scheme successfully defeats all the identified threats and achieves a
good security at the cost of acceptable overhead. Together with existing approaches for
securing the physical and MAC layer within the network protocol stack, the Advance Zone
Routing Protocol (AZRP) can provide a foundation for the secure operation of an ad hoc
network.
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1. INTRODUCTION
New area of communication is the communicating devices like personnel digital assistants
(PDAs), pagers, laptops and cellular phones are the way for mobile connectivity. The
wireless devices are achieved via fixed infrastructure-based service or private networks. In
the infrastructure-based networks takes time and high cost to set up the necessary
infrastructure. The mobile devices connect to each other through flexible and powerful
network which is called Mobile ad-hoc network. Wireless network for mobile nodes is called
a wireless ad hoc network or a mobile mesh network. Nodes are communicate wireless links.
Both host and router is used to forwards the data to some other node. Ad-hoc network are
used military operations, emergency disaster and interaction between attendees at a meeting
or students during a lecture. The characteristics of ad hoc networks present a host of research
areas related to security, such as, key management models, secure routing protocols,
instruction detection systems and trust based models. This work is used for secure routing.

2. ZONE ROUTING PROTOCOL (ZRP):
This type of Routing Protocol is used to combining the properties of both proactive and
reactive approaches. In mobile ad-hoc network all nodes are communicate to each other.
When a node sent the data packet for a particular destination, it checks whether the
destination is within its zone or not. If data packet is within the zone, then the packet is routed
according proactive Routing approach. If the data packet is outside the zone then Reactive
routing approach is used.
A zone is the area of local neighbor-hood of that node. The “size” of a zone is determined by
a radius of length β where, β is the number of hops to the perimeter of the zone. Their various
overlapping zones that contain a different size. An example routing zone is shown in Figure 1
where the routing zone of 0 includes the nodes 8–2, but not node 3 because it is outside of
the zone..

Fig 1: Routing zone of node S with zone radius β =2
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The nodes of a zone are divided into peripheral nodes and interior nodes. Peripheral nodes are
nodes whose minimum distance to the central node is exactly equal to the zone radius β. The
nodes whose minimum distance is less than β are interior nodes. In Figure 1, the nodes 4–9
are interior nodes, the nodes 5–1 are peripheral nodes and the node 3 is outside the routing
zone. Note that node 7 can be reached by two paths, one with length 2 and one with length 3
hops. The node is however within the zone, since the shortest path is less than or equal to the
zone radius.

3. SECURITY GOALS:
(a)Confidentiality
(b)Integrity
(c)Availability
(d)Authenticity
(e)non-repudiation

4. ADVANCE ZONE ROUTING PROTOCOL (AZRP):
Protocol Overvie w:
Advance Zone Routing Protocol (AZRP) is a hybrid routing protocol that combines the best
features of proactive and reactive routing approaches and provide security. The reasons for
selecting ZRP is as follows: (i) Easy to apply the security in a restricted area. (ii) ZRP
separate the communicating nodes in terms of interior (nodes within the zone) and exterior
(nodes outside the zone) nodes. (iii) In case of a failure, the proposed protocol performs intrazone [18] and inter- zone [19] routing. For Digital Signature Algorithm (DSA) is used.

Fig 2 Architecture
The architectural design of AZRP is shown in Figure: 2 There are some new modification in
the previous routing protocol [16]. It is used for design both secure routing (intra-zone and
inter- zone) and effective key management. For public key certification used the key
management protocol (KMP) process. KMP process is used to transfer the public keys for
each node with the nearest CA. AIERP(Advance Inter-Zone Routing Protocol) provide secure
route discovery and route maintenance services. For minimization of the delay AIERP uses
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the Advance border resolution protocol (ABRP). It is used for secure route discovery packets
sets up a reverse path back to the neighbor node.

5. CONCLUSION :
In this Paper, we presented a new design of secure ad hoc routing protocol(hybrid routing).
We analyzed the robustness of the protocol and found that, the proposed protocol gives us a
better solution by taking an unique approach of digital signature using symmetric and
asymmetric key encryption technique.
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