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ABSTRACT

The study sought to investigate the importance of implementing Information Technology Governance
(ITG) frameworks in a bid to address the Information Technology (I.T) challenges posed by the prevailing
Zimbabwean economic situation. I.T plays a pivotal role in today’s organisations and the benefits come
with challenges hence the need to find ways to curb them. A sample of purposively selected individuals
from the Zimbabwean banking and mobile network service providers sector was used for interviews and
focus group discussions for data gathering. It was found out that the prevailing economic situation was
posing challenges to the use of L.T and adoption of I.T.G best practices was important to curb the
challenges.
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Introduction

Information Technology Governance (ITG) is the strategic alignment of Information Technology (IT) with
the business such that maximum business value is achieved through the development and maintenance
of effective IT control and accountability, performance management and risk management (Webb et al.,
2006 cited in Willson and Pollard, 2009). Generating business value from IT is the overarching objective
for implementing IT governance within organizations and this objective emerges from most of the IT
governance studies (Peterson 2004; Brown & Grant 2005).The focus areas of ITG are business/IT
alignment, value delivery, resource management, risk management and performance measurement. As
nations move with digitalisation and technological advancement, synergies are forged and Zimbabwe is
also not left out. This study will be focused on the I.T transactions within the banking sector and mobile
network service providers. The dependability of organizations on the use of I.T makes ITG a subject of
interest and this study acknowledges that in as much as LT use brings with it a lot of benefits to
organizations with it also comes challenges. With L.T risk management being one of L.T.G objectives this
paper seeks to investigate how the existing I.T.G frameworks can come handy in addressing I.T challenges
posed by the prevailing Zimbabwean economic situation.

Background

The economy of Zimbabwe has been dwindling (Munzara 2015), with much cash shortages, resorting to
use of plastic money and more shift towards use of mobile banking and e- wallets hence the need for the
researcher to investigate the importance of implementing I.T.G frameworks in addressing I.T challenges
posed by the prevailing economic environment in Zimbabwe. Economy refers to the state of a country or
region in terms of the production and consumption of goods and services and supply of the money (Batani
et al, 2015). According to The World Bank Development report (2018) Zimbabwe faces challenges
relating to fiscal consolidation and financial sector stabilization; stimulating growth and investment to
increase revenue collection and foreign exchange generation; protecting social gains; and improving
governance outcomes through continued legislative and institutional reforms. According to the same
report from 2014 Zimbabwe’s economy began a downward trend that saw a decline in gross domestic
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product (GDP) growth due to a drought and fall in commodity prices; an expansionary fiscal policy that
led to a burgeoning fiscal deficit; rising vulnerability and poverty because of weather and financial shocks;
and acute foreign currency shortages dampening demand and supply. L.T is now a business asset and is
embedded in business strategies which renders I.T.G inevitable. These harsh economic conditions have
an impact on the I.T services provided by banking institutions as well as mobile network service providers
hence the need to look at the importance of .T.G frameworks in addressing these I.T challenges ranging
from frauds, systems unavailability and private information disclosure among others.

One of the critical success factors in implementing good I.T.G is having a sound I.T.G framework. A number
of frameworks that are internationally recognised also known as best practices are available for adoption
and these include Control Objectives for Information and related Technology (COBIT), Committee of
Sponsoring Organisation of Treadway Commission (COSO), Information Technology Infrastructure
Library (ITIL), ISO/IEC38500 and ISO27002. ISACA, (Information Systems Audit and Control Association)
through the IT governance Institute (ITGI) established the CobiT framework that has evolved from COBIT
1 to COBIT 2019 as a set of control objectives that wires IT governance within organizations by
guaranteeing that IT is aligned with the business, IT enables businesses to maximize benefits, IT resources
are used responsibly, and IT risks are mitigated appropriately (www.itgovernance.co.uk/cobit).
According to ISO (International Organization for Standardization), ISO27002 is an information security
management standard and the goal of information security is to suitably protect this asset in order to
ensure business continuity, minimize business damage, and maximize return on investments. According
to ISO/IEC38500 website, ISO38500 is a standard that sets out guiding principles for directors on how to
ensure the effective, efficient and acceptable use of IT within their company. ITIL is a comprehensive set
of policies and concepts for managing IT infrastructure and service aiming at improving alignment
between the business and IT, increasing user satisfaction, lowering costs, optimizing outsourcing,
improving service levels, increasing service availability, and improving the ability to manage change,
among other things (www.axelos.com). According to the COSO website, www.coso.org, COSO is dedicated
to improving organizational performance and governance through effective internal control, enterprise
risk management, and fraud deterrence. A glance at the main objectives of these frameworks show that
L.T risk management is central that’s why the author sought to find out how current L.T challenges in the
Zimbabwean banking and mobile network service providers sectors can be addressed making use of the
structures enshrined in these frameworks.

Research Methodology

The researcher interviewed a number of people on their views on the L.T challenges caused by the
prevailing economic situation and how they can be addressed. The researcher interviewed a sample of
twenty, drawn from across the country, five economic experts, five academics, five bankers and five
Information Technology experts. The sample of respondents was carefully selected from those groups
assumed to have knowledge of I.T, mobile banking and the economy. An organised set of questions was
used for the interviews. The researcher also reviewed journals, textbooks, conference proceedings,
newspaper articles, websites, and blogs in gathering data for the purposes of this research especially on
the I.T.G frameworks and how they address LT risks. Focus group discussions with some users of the
mobile banking platforms were used to compliment and validate interviews and documentary reviews
findings. Focus groups can unearth a wealth of detailed information and deep insight (Eliot 2005).

Discussion of Findings

Almost all of the respondents agreed that the prevailing Zimbabwean economic situation brought about
challenges in I.T use in the banking and mobile network sector. Findings showed that fraudulent activities
are being undertaken through mobile banking as people take advantage of the government’s insistence
that the bond note quasi-currency in circulation in Zimbabwe is equal in value to the dollar, despite a
parallel market valuation premium of up to 250 percent. People are making these black market
transactions from their e-wallets Ecocash, One-wallet and Telecash and this money will find itself in the
banks for circulation through the wallet to bank transfers offered by mobile banking. There is no L.T
monitoring of systems to deter this. Documentary reviews found out that the COSO framework through
its monitoring component conducts ongoing and/or separate evaluations as well as evaluates and
communicates deficiencies in I.T systems thereby addressing this challenge for the benefit of the
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businesses and the economy. The COSO risk component also identifies and analyses risk as well as
assessing fraud risk.

Some respondents also revealed that frequent Internet service provision interruptions are also being
experienced because the providers have also challenges in procuring infrastructure due to foreign
currency shortages rendered by the bad economic situation therefore systems downtime is always on the
high side affecting service and value delivery. ISO27002 ensures Integrity, thus safeguarding the accuracy
and completeness of information and processing methods and availability that is ensuring that authorized
users have access to information and associated assets when required. Documentary reviews also
revealed that ITIL consists of a series of inter-related books which provide advice and guidance on the
delivery and support of quality IT services and supporting IT Service Management Capabilities. ITIL and
ITIL Certification has been developed in recognition of organisations’ ever-increasing dependency on IT
systems, and the need for best practice frameworks and guidance for IT Governance and Service
Management.

Discussion results also showed that lack of rule of law issues and the disputed 2018 election and
legitimacy issues also contribute to the economic chaos citing that the election was about the economy
not politics. This also in turn pose L.T challenges on the use of systems in such a political environment
with respondents citing the unsanctioned access of citizens’ mobile numbers during the election
campaign period. Clients’ confidence in use of systems like mobile banking platforms, debit card swiping
and e-wallets is affected when they are not sure of the confidentiality and security of their transactions.
Documentary reviews showed that ISO/IEC38500 requires directors to verify that their IT systems are in
compliance with all applicable regulations and ISO 27002 defines information as an asset that may exist
in many forms and has value to an organization. The goal of information security is to suitably protect
this asset in order to ensure business continuity, minimize business damage, and maximize return on
investments. As defined by ISO 17799 from which 1SO27002 evolved, information security is
characterized as the preservation of confidentiality that is ensuring that information is accessible only to
those authorized to have access to it.

Conclusion and Recommendations
In summary, the present study highlights the necessity of implementing .T.G frameworks in addressing
the I.T challenges posed by the prevailing Zimbabwean economic situation in the banking and mobile
network service provider sectors. Based on the study made and discussion presented above, the following
broad conclusions and recommendations are drawn:
= All banks and mobile network service providers should adopt I.T.G frameworks/ Best
practices. By adopting standards that are proven to work, service providers can more
easily deliver services consistently to the agreed service levels, efficiently and effectively.
Support teams can restore service faster, reducing downtime and disruption. Service
providers are also more capable of meeting their service levels, contractual, regulatory
and legal compliance requirements.
= Policymakers and business leaders must work hand in hand in addressing the political
situation that in turn affects the economy creating challenges in use of I.T in the banking
and mobile network service provider sector. This seconds Batani et al, (2015) findings on
the Role of e-commerce in resuscitating the Economy of Zimbabwe.
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